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ABSTRACT Jamming attacks significantly degrade the performance of wireless communication systems and
can lead to significant overhead in terms of re-transmissions and increased power consumption. Although
different jamming techniques are discussed in the literature, numerous open-source implementations have
used expensive equipment in the range of thousands of dollars, with the exception of a few. These
implementations have also tended to be partial-band and do not cover the whole available bandwidth of
the system under attack. In this work, we demonstrate that flexible, reliable, and low-priced software-
defined radio (SDR) jamming is feasible by designing and implementing different types of jammers against
IEEE 802.11n networks. First, to demonstrate the optimal jamming waveform, we present an analytical
bit error rate expression of the system under attack by employing two common jamming waveforms:
Gaussian noise and digitally modulated in an additive white Gaussian noise channel to obtain a lower bound
performance. Then, we validated the finding obtained by the analysis via realistic end-to-end simulations
using the MATLAB WLAN toolbox. Afterwards, we implement JamREF, a toolkit that employs a low-cost
SDR to implement numerous types of jammers to further validate the analysis and simulation findings.
The obtained results demonstrated that the Gaussian noise waveform outperformed the digitally modulated
waveforms. Furthermore, in terms of jamming attack strategies, experimental results showed that to jam the
whole 2.4GHz spectrum, a stateful-reactive jammer employing a random channel hopping jamming strategy
achieves a packet loss ratio above 90%.

INDEX TERMS Bit error rate (BER), IEEE 802.11n, jamming, software defined radio (SDR), Wi-Fi.

I. INTRODUCTION

The broadcast nature of wireless channels renders transmitted
wireless signals vulnerable to external interference, as well
as potential malicious jamming attacks. Adversarial users are
generally categorized into passive eavesdroppers, that try to
intercept transmitted signals and extract information without
being detected, and active jammers, that aim to degrade
signal quality and hence prevent the recipient from receiving
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the required transmitted information. These security threats
have been deemed a critical concern due to the increasing
reliance on wireless services [1]. A swarm of Unmanned
Aerial Vehicles (UAVs), for example, commonly employ off-
the-shelf infrastructure-less wireless communication (such as
802.11s in mesh mode), which can be significantly affected
by external threats [2].

Furthermore, with the recent advances in low-cost SDR
technologies, it has become remarkably easy to launch
jamming attacks on wireless networks, and off-the-shelf
devices such as a USRP [3], HackRF [4], or BladeRF [5] have
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introduced a low-barrier to entry. These devices are powerful,
flexible, and can be tuned to cover a wide range of radio
frequency (RF), costing between hundreds to a few thousand
dollars. On the other hand, SDRs, such as rtl-SDR [6] and
Airspy [7], can be obtained with more affordable prices, with
some limitations on the operating frequency. Furthermore,
both rtl-SDR and Airspy operate only as receivers. Military
and commercial jamming devices [8], [9], [10] can be
employed to launch attacks on various types of wireless
networks. These, however, are very expensive and are less
flexible compared to SDRs.

Within this context, different types of jamming strate-
gies have been proposed in the literature in order to
significantly deteriorate the performance of a particular
wireless communication system. This makes it imperative for
wireless network security researchers to study these jamming
strategies and implement them in order to mitigate their
effects. To the best of the authors’ knowledge, there is no
prior work that provides both extensive analysis, a simulation
study, and real-world implementation of different types of
jamming attacks on Wi-Fi systems using SDR.

Therefore, in this work, we study the performance of
WLAN IEEE 802.11n communication networks in the pres-
ence of jamming. Furthermore, we provide an implementa-
tion of different types of jammers on a HackRF.! Specifically,
the main contributions of this work are: i) Presenting
the Bit Error Rate (BER) performance analysis for the
IEEE 802.11n communication system in the presence of
jammers and under the assumption of Gaussian noise and
digitally modulated (QPSK) waveforms; ii) Validation of the
analysis through MATLAB simulation: evaluating the impact
of these jamming waveforms (Gaussian noise and QPSK) on
the performance of IEEE 802.11n communications; iii) The
development and implementation of ‘JamRF’, a jamming
toolkit for the HackRF SDR that can jam both 2.4GHz
and 5GHz bands; and iv) Investigating the impact of the
considered different jamming techniques on IEEE 802.11n
communications through practical experimentation within an
RF isolation chamber.

This rest of the paper is organized as follows. Background
and related works is presented in Sec. II. We introduce the
employed system model in Sec. III. In Sec. IV we present
the performance analysis of the victim system under jamming
attack. Simulation results are presented and discussed in
Sec. V. Sec. VI presents the experiments and the discussions
of the obtained results. Finally, the paper is concluded in
Sec. VIL

Il. BACKGROUND AND RELATED WORKS

Jamming techniques have been covered in the earlier
literature, where the physical layer jammer is modeled as
single or multi-tone [22], [23], [24], [25], [26]. Alternatively,
jamming attacks are sometimes modeled as partial-band or
broadband additive white Gaussian noise (AWGN) [24].

! Available at https://github.com/tiiuae/jamrf
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Jia et al. [25] introduced a cognitive radio network where
a secondary transmitter communicates with a secondary
receiver via multiple cognitive relays. One of the cognitive
relays is employed for transmission, while the remain-
ing relays cooperate in jamming multiple eavesdroppers.
A coordinated jamming and communications technique,
based on a linear minimum mean square error multi-
user detection—based algorithm, was proposed in [26] with
the aim to achieve simultaneous friendly jamming and
reliable communication. In [27], the performance analysis
of ultra-wideband systems employing a multi-carrier code
division multiple access scheme in the presence of wideband
jammer was presented. Optimal jamming over an AWGN
channel was investigated in [28], where the optimal jamming
signal for various digital amplitude-phase-modulated con-
stellations was derived. It was assumed that the modulation
of the legitimate receiver was known by the jammer. Chirp
modulated waveforms fall under the category of narrow-band
interference and have been used as in-car jammers. A survey
of in-car jammers was conducted in [29], with a few having a
continuous wave signal and the majority having a chirp signal
of varying complexity. The authors proposed mathematical
models of the surveyed in-car jammers as well as a novel
mitigation scheme.

Owing to the advances in SDR, one can easily program
a small, low-cost USB dongle device to jam a 20 MHz
bandwidth below 6 GHz with up to 100 mW transmission
power [30]. Such a USB dongle is sufficient to disrupt
Wi-Fi services in home or office scenarios. Other off-the-
shelf SDR devices such as the HackRF [4], USRP [3] and
BladeRF [5] are even more powerful and flexible. These
SDRs are presented in Table 1 and can be used to implement
different types of generic jammers.

Generally speaking, jammers can be classified into five
types based on their capability to sense the wireless medium,
react, and maintain a state that dictates their future actions,
as presented in Fig. 1.

Proactive jammers are also known as channel-oblivious
jammers, in which a malicious node transmits jamming
signals whether there is channel activity or not. The aim of
this jammer is to put all nodes in the network that intend
to transmit over the jammed channel into a non-operating
mode [31]. These types of jammers are relatively easy to
implement [20]. Proactive jammers are memoryless due to
the fact that they are channel-oblivious.

Reactive jammers are also known as channel-aware
jammers, in which a malicious node sends an interfering
radio signal when it detects legitimate packets transmitted
over the air [19]. Reactive jamming attacks are widely
regarded as an energy-efficient attack strategy since the
jammer is active only when there are data transmissions
in the network. Reactive jamming attacks, however, require
tight timing constraints (e.g., < 1 OFDM symbols, 4 us)
for real-world system implementation, as it needs to switch
from listening mode to transmitting mode quickly [20].
In practice, a jammer may be triggered by either channel
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TABLE 1. Comparisons of common Wide-band Commercial SDRs.

SDR Tune Low (MHz) Tune High (MHz) RX Bandwidth (MHz) ADC Resolution (Bits)  Transmission Price ($USD)
RTL-SDR R820T 24 1766 3.2/2.56 Stable 8 No 20
Airspy R2 24 1800 0.192 16 No 200
HackRF One 30 6000 20 8 Half Duplex 300
BladeRF xA4 300 6000 40 12 Full Duplex 1000
USRP B200 70 6000 56 12 Full Duplex 1200
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FIGURE 1. Classification of jammers in wireless networks.

energy-sensing or part of a legitimate packet’s detection (e.g.,
preamble detection). Prasad and Thuente [13] implemented a
reactive jamming attack in legacy Wi-Fi networks using the
energy detection capability of cognitive radio devices. In [14]
and [15], the authors studied a reactive jamming attack where
ajammer sends a jamming signal after detecting the preamble
of the transmitted Wi-Fi packets. By doing so, the jammer
is capable of effectively attacking Wi-Fi packet payloads.
A stateful reactive jammer is the most sophisticated type,
due to its capability to maintain a state that dictates its future
actions [17].

Constant jammers are also known as single-band jam-
mers, in which the jammer may target the entire or a
fraction of the channel bandwidth occupied by legitimate
users [31], [32], [33]. Such a jammer continually emits radio
signals on the wireless medium. The signals can consist of
a completely random sequence of bits or regular packets.
Karhima et al. [11] analyzed the performance of legacy
Wi-Fi communications under broadband and partial-band
constant jamming attacks through theoretical exploration and
experimental measurement [11].

Deceptive jammer is a type of jammer similar in operation
to the constant jammer. However, here, the malicious
jamming device sends meaningful radio signals to a Wi-Fi
access point or legitimate Wi-Fi client devices, with the
aim of wasting network resources and preventing legitimate
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users from channel access. Broustis et al. [12] implemented
a deceptive jamming attack using a commercial Wi-Fi card.
Also, Gvozdenovic et al. [16] proposed a deceptive jamming
attack on Wi-Fi networks called truncate after preamble
(TaP) jamming and evaluated its performance on a USRP
testbed. The authors of [34] devised a revolutionary deception
jamming technique that conceals the real target and presents
the adversary radar with a number of phony targets at various
arbitrary ranges in the same general direction. The technique
was intended to counteract the hazards and efficacy of the
hostile radar, ensuring the safe entry of the actual aircraft
inside enemy territory.

Frequency Sweeping jammer are multi-band jamming
attacks proposed to get around the constraints posed by
constant jammers’ ability to only jam a single band, such that
a jammer can quickly switch to different channels [31], [33].
In [18], the authors analyzed Wi-Fi networks’ performance
under frequency-sweeping jamming attacks on 2.4 GHz,
where there are only three non-overlapping 20 MHz channels,
and demonstrated the negative impact of jamming on the
performance of a WLAN system.

Random channel-hopping jammer is similar to the
sweeping jammer in its operation. In this jammer, however,
the channel to jam is chosen randomly. This random behavior
increases the detection difficulty when compared to the
sweeping jammer.
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TABLE 2. Comparison of JamRF with prior works.

Ref. Jamming System/ Victim System Strategy Jamming Channel Frequency Memory Transmission
Testbed Signal Awareness Band State
[11] Lecroy LW420 + HP 8780A WLAN Constant Random bits Proactive Single-band ~ Memoryless Continuous
IEEE 802.11b/g
[12] Soekris net4826 + Intel-2915 WLAN Deceptive Packets Proactive Single-band ~ Memoryless Continuous
IEEE 802.11a/g
[13] Simulation with OPNET WLAN Constant Packets Proactive/ Single-band ~ Memoryless Continuous/
IEEER02.11¢g Reactive Periodic
[14] USRP-B200 + XCVR2450 WLAN Constant Random bits Reactive Single-band ~ Memoryless Continuous
IEEE 802.11¢g
[15] USRP B200 + XCVR2450 WLAN Constant Random bits Reactive Single-band ~ Memoryless Continuous
IEEE 802.11¢g
[16] USRP B200 WLAN I Deceptive Packets Proactive Single-band ~ Memoryless Continuous
IEEE 802.15.4
[17] USRP2 LAN Constant Packets Proactive/ single-band ~ Memoryless/ Continuous/
IEEE802.11 Reactive Stateful Periodic
[18] Simulation with OPNET WLAN Sweeping Packets Proactive multi-band Memoryless Continuous
IEEE 802.11g
[19] Simulation with OPNET WLAN Constant Packets Reactive single-band Memoryless Continuous
IEEE 802.11n
[20] USRP?2 + Spartan-3 FPGA WLAN Constant Random bits Reactive single-band ~ Memoryless Continuous
IEEE 802.15.4
[21] Agilent M9330A WLAN Constant Random bits Proactive single-band Memoryless Continuous
IEEE 802.11n
JamRF HackRF One WLAN Constant/ Random bits Proactive/ single-band/  Memoryless/ Continuous/
IEEE 802.11a/b/g/n  Sweeping/ Reactive multi-band Stateful Periodic
Hopping
RgﬂgR a multi-band jammer can jam multiple channels at the same
| time [33].
Table 2 compares different types of JamRF and summa-
rizes the earlier presented discussion.
hig hr

)

JAMMER

®

FIGURE 2. Underlying system model.

Periodic jammer refers to the type of jammer that emits
signals for random periods while sleeping the rest of the
time. This type of jamming attack allows the jammer to save
more energy compared to a continuous jamming attack by
continuously switching between two states: a sleep phase and
a jamming phase. However, it is less effective compared to
continuous jamming attacks [31]. Bayraktaroglu et al. [17]
investigated the impact of periodic jamming attacks on Wi-Fi
networks, realizing that periodic, memoryless jamming is the
least effective type of jamming attack.

Single and Multi band jammers as discussed, there
are multiple channels available for Wi-Fi communications
on ISM bands. A single-band jammer only jams a single
channel at a given time. For instance, a low-cost jammer,
is constrained by its hardware circuit (e.g., very high ADC
sampling rate and broadband power amplifier) to attack a
large number of channels simultaneously. On the other hand,
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Ill. SYSTEM MODEL

In order to investigate the BER performance of a wireless
system in the presence of a jamming attack and while
considering the IEEE 802.11n standard, in this section we
introduce the considered jamming scenario. As illustrated
in Fig. 2, the considered system model comprises a single
transmitter communicating with a legitimate receiver and a
jammer. Without loss of generality, we employ a modulation
and coding scheme (MCS) of 4, which implies a single-
antenna Wi-Fi transmitter emitting a 16-QAM digitally
modulated signal. The receiver is equipped with a single
antenna to detect the digitally modulated transmitted signal.

The baseband equivalent waveform of the transmitted
signal is represented as x(1) = > o _ o ~/Prxmg(t — mT),
where m is the modulation index, Pr is the average transmit
power, g(¢) is the real valued pulse shape and 7' is the symbol
interval.

At the same time, an SDR-based jammer aims to
corrupt the received signal at the receiver. The baseband
equivalence of the jamming signal is represented as j(t) =
> oo VPrjmg(t — mT), where Py is the average jammer
transmit power while j, denotes the transmitted jamming
symbols. It is assumed that at time ¢ a symbol x;(¢); i =
1,2,---, M where M is the modulation order, is transmitted
over the interval 0 < t < T. The noise is modeled as
AWGN, with power spectral density (PSD) of Ny/2. Thus,
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the received signal r(¢) at the receiver can be expressed as
() =xit) +n@)+j@);, i=1,2,--- ,M; 0=t =T,
()

The transmitted symbol x;(f) can be represented in terms
of orthonormal basis functions as

2
X0 =Y xay@®): i=1,2, M; k=12 (2
k=1

where V. is the kth basis function, while x;j; can be given as

T
wi= [ . )
0
The signal model for a QAM waveform is expressed as
xi(1) = am1i(t)cos2rfet + o) + ampi()sin(2rfet + o), (4)

where « is an arbitrary yet fixed phase and f. denotes the
center frequency of the transmit signal. Also, the signal
components can be expressed as

Xi1 = Anli,

X2 = Api,

. .
= a5 )

where m = 1,2,---,M, A,; and A,p; are the
information-bearing signal amplitudes of the quadrature
carriers. Hence, the signal model can be rewritten as

xi(1) = Am1iOY1(1) + Ap2i(O)Y2(1), (6)

where
cos(2mf.t + o) () sin(2rf.t + o)
—— s )= —————
JT.2 JT. 2
Moreover, assuming that x;(¢), j(), and n(t) are statistically
independent of each other, with respective power levels of
Pr, Py, and 02, the signal to noise ratio (SNR) can thus be
expressed as SNR = 5—2. Similarly, the jamming to noise ratio
(JNR) can be expressed as JNR = 5—5. Hence, based on the

free space path loss model, the jamming to signal ratio can be
denoted as

Vi) = (N

_ ERP;G,d;

JSR = ,
ERP7Grd?

®)

where G; and Gr are the transmitter and jammer antenna
gains respectively, dr and d; are the distances between the
transmitter to receiver, and jammer to receiver respectively,
and ERP7 and ERP; are the effective radiated powers of the
transmitter and jammer respectively, expressed in dB as:

ERP; = P + Gy — 32.44 — 20log(fr),
ERP; = P; + Gy — 32.44 — 20log(f)), )

where fr and f; are the frequencies of the transmitter and
jammer, respectively.
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IV. PERFORMANCE ANALYSIS
Advanced communication technology stems from spread
spectrum, error correction coding, and waveform modulation
techniques [35]. Utilizing, time, frequency, and coding
schemes, communication efficiency, design flexibility, and
immunity to jamming attacks in communication systems are
enhanced [36]. In this section, we will demonstrate the system
performance under different jamming attacks in AWGN
channels.

The average error probability of M-QAM with signal
model given in (4) in AWGN channel is given by [36]

1 3log,M E)
P,=4|1—— —
( m) Q( )

M—-1N,

1 3log,M E}
x<1_(1—m>g(/Mj1E>),<10>

where Ej represents the average bit energy, and Q(:) is

defined as
1 * a2
0@ = _«/Ef e ' dt. (11)
Zz

For a gray-encoded WLAN IEEE 802.11n with MCS = 4, the
average bit error rate in AWGN in the absence of jamming or
interference is approximated as [37]

3 2 Ep
P, 160am = gerfc 517 . (12)
0

where erfc(-), is the complementary error function defined as

rf()—1—i/Z = 4t (13)
eric(z) = ﬁoe .

A jamming waveform can be generated either in the form
of a tone signal, a Gaussian noise, or a digitally modulated
signal to disrupt the communication between a transmitter
and a receiver. Here, we carry out the performance analysis
of the considered IEEE 802.11n system and assume that the
receiver is unaware of the presence of the jamming signal.

A. GAUSSIAN NOISE JAMMING WAVEFORM
For noise jamming, the jamming signal is modulated with
a random noise waveform with the aim of disrupting
communication by injecting Gaussian noise into the system.
The bandwidth of the signal can be as wide as the entire
spectrum width used by the IEEE 802.11n system or much
narrower, occupying only a single channel. The noise is
generally assumed to be Gaussian for theoretical analysis;
however, theoretical Gaussian noise has an infinite frequency
extent. In situations where the filtering effects are important,
colored Gaussian noise is the appropriate type to use [37].
Here, we assume that at time ¢, x;,(¢) is transmitted, and a
colored Gaussian noise jammer is attacking the IEEE 8§02.11n
system. Hence, the received signal can be expressed as

2
r(t) = meklﬂk(t)-l-n(t)—l-j(t), (14)

k=1
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such that the equivalent discrete-time baseband received
signal is expressed as

T = Xk + Ni +ji; k=1,2. (15)

where

T
N = / (O (dr; ji = /
0 0

T,
JOY)dt; k=1,2.

(16)

This shows that ry is a Gaussian random variable, with
mean value equals to

E {relxm(0)} = xmi; k =1, 2. (17)
Therefore, (17) can be expanded as

E{(r1 — xm1)(r2 — xm2) |xm()} = E{(n1 +j1)(n2 +j2)} .
(18)
As indicated earlier, the noise and jamming signals are

independent, and hence, r; and r, are independent random
variables, with variance equals to

N, r
var {ry [xm (1)} = 5t / fo Ki(t — )Y ()Y (v)ded,
(19)

where K;(-) is the jammer auto-correlation function. The
joint probability density function (PDF) of r; and r; can be
expressed as

—(Ry — xm1)?
Srirmbme(R1, R2) = =

1
«/Znazexp( 202
_ _ 2
xexp (M) Qo)

202

If the symbol x;,(¢) is transmitted, the probability that the
receiver decodes it correctly P,(C|m) is given as [38]

P/ (Cm) = Pr(Lyy <11 <L,

mu’

L2, <rn <L) 1)

where L!, and L), and L2, and L2, are the lower and

upper bounds of r, and r, respectively, Therefore, 21 can
be expanded as

Ly (L
Pr(C|m):/] /2 Trir (R, R2)dR1dR,,  (22)

‘ml ‘ml

where the integration limits in (22) are dependent on the
particular transmitted signal. Hence (22) becomes

8mu 5 Honu 5
P, (C|m) =/ Lexpﬂdz/ —exp=Waw
’ 8ml \/27 2 Ry \/ﬂ 2

(23)
where
L, —x L2 X,
hp = Sml T pu m2; hpy = = pu m2;
Ll —x 1 ) 1
g = L gy = (24)
o o
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Following [38], specific evaluation of (23) based on (24)
requires that all possible transmitted signals to be considered.
Due to signal symmetry, it is possible to calculate P.(C|m)
for every QAM scheme despite the tedious nature of this
technique. It can be demonstrated that, irrespective of the
QAM scheme considered, there are four signals for which
P.(C|m) is

P (Clm) = ¥* (d), (25)

where W (d) = 1 — Q(d) is the cumulative distribution
function of the standard Gaussian distribution and d is a
constant defined as

1

J= SNR 2 26)
~ L1+SNR-JSR
For 16 QAM, there are 8 signals for which
Pr(Clm) =V (d) (1 -20@)) . 27)
Finally, the remaining 4 signals for 16 QAM have
Pr(Clm) = (1 — W (d))*. (28)

Therefore, the average probability of error P, of 16-QAM
signal in an AWGN channel in the presence of Gaussian noise
jamming waveform j(z) is given by:

Po=1- %{qﬂ (d) + 2% (@) [1 - 20 ()]
+[1-20@)P { 9

B. QPSK MODULATED JAMMING WAVEFORM

It was shown in [39] that QPSK modulated waveform
is the optimal digitally modulated waveform for jamming
an M-QAM system. From a practical standpoint, digitally
modulated signal is a more realistic choice to perform
denial of service attacks [40]. Here, a perfect channel
estimation is assumed, such that the jamming signal is
perfectly synchronized with the WLAN IEEE 802.11n signal
in both time and phase. The signal model representation of an
M-PSK modulated jamming signal is denoted as

Jj@) = \/?cos (% (m — 1)) Y1)
\/ITJ in (2~ 1 30
+ - sin <ﬁ (m— )) Yo (1) (30)

It was shown in [39] that, in the presence of any jamming
signal j, the average probability of error P, of an M-QAM
signal in an AWGN channel is given by

P. (j, SNR, JNR)

A % (1 — «/LM) [erfc (\/md‘“T‘“ + «/ﬁ])

terfc («/SNRmei" _ \/JNRj) } 31)
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FIGURE 3. BER of IEEE 802.11n system in the presence of Gaussian noise
jamming signal.

where j = Realj or j = Imagj, and d,,;, denotes the
minimum distance of the M-QAM modulation scheme.

The jammer intends to maximize (31) by transmitting
a sequence of symbols j which are chosen based on the
operating SNR and JNR. Let the signal level be a = |j| with
energy denoted as E@d?) <1 /2 and PDF f4. In the following,
we aim to find the optimum distribution to model a at the
jammer, in order to maximize the probability of error. The
optimization problem can hence be formulated as

]

max / P, (a, SNR, INR) fyda: s.1. E(az) <~

fa Ja 2
1

= maxE (P (a, SNR, INR)) ; s.1. E (a2> =5 62
A

Considering that the jamming signal has at most two signal
levels a1 and a; [39], the PDF of the jamming signal along
any signalling dimension can be expressed as

fala) = Ad(a—ay)+ (1 —1)d(a—az); A €0, 1]
M+ (1=l = 3, (33)

where A and (1 — A) denote the probabilities that the jammer
sends signals with levels a1 and ay, respectively, and 6(a) is
the Dirac-delta function. Hence, based on (33), the overall P,
along any signaling dimension can be generalized to

P, (. a1, az, SNR, INR)~ 1 (1 _ JLM) [AT) + (1 — W],
(34)

where I'1 and I'; are expressed as

d .
I = erfc <x/SNR 2“‘ + «/JNRm)

d .
+erfc («/SNR ‘;‘“ - x/JNRa1) ) (35)
d .
I, = erfc <\/SNR$ + «/JNRa2>

d .
+erfc (\/SNR “2“ - \/JNRaz). (36)
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FIGURE 4. BER of IEEE 802.11n system in the presence of QPSK
modulated jamming signal.

For a QPSK jamming signal when the IEEE 802.11n signal
uses M-QAM, it was shown that [39]

dz. dz.
,/SNR% < V/INR - tanh 2,/SNR%JNR . (37)

2
From (37), it can be noted that when SNRd’"T"” > 1,

2
tanh |:2\/ SNRd'"Ti"JNR ~ 1. Thus, it can be deduced that

2
dm

SNR 2“‘ <« JNR. Based on this, it was shown in [39] and [21]
that for the case of using QPSK as a jamming signal with an
M-QAM signal, (34) can be simplified as

1 1 dmin {JNR
Pe=§<l—\/—M>|:erfc(«/S RT+ T)
terfe (JSNRd“;“ — ,/?) } (38)

Therefore, for WLAN IEEE 802.11n signal employing
MCS =4, d;;in = 2, and INR = 2 % JSR *x SNR, the average
probability of error P, in the presence of QPSK modulated
jamming waveform j(z) is obtained as

Po= 3 x |erte (VBN (1 + VISR))

yerfc (m (1 - JJS_R)) } (39)

Comparing the performance of the system under Gaussian
noise jamming in (29) and that of QPSK modulated jamming
in (39), we can deduce that Gaussian noise jamming is more
effective in terms of degrading the system’s performance.
Substituting ¥ (d) = 1 — Q (d), (29) can be simplified to

9
P, =30(d) - ZQz ). (40)

Therefore, given that Q (d) is a monotonically decreasing
function, for a constant SNR, (40) will decay rapidly with
increasing JSR due to the quadratic function. Whereas,
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FIGURE 5. BER of IEEE 802.11n victim system in the presence Gaussian
noise waveform with varying JSR.
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FIGURE 6. BER of IEEE 802.11n victim system in the presence QPSK
modulated waveform with varying JSR.

(39) will decay slowly with increasing JSR. This is also
intuitive, as the Gaussian noise waveform has no inherent
pattern, as is the case with the QPSK modulated waveform.

V. NUMERICAL AND SIMULATION EVALUATIONS

In this section, we present numerical and simulation results
in order to identify the most effective jamming waveforms
in WLAN IEEE 802.11n. In particular, we quantify the
impact of the earlier analyzed jamming waveforms, namely
(i) Gaussian noise and (ii) QPSK modulated signals, on the
considered IEEE 802.11n system.

A. NUMERICAL RESULTS FOR AWGN CHANNEL
SCENARIO

In Sec. IV, the BER performance of the underlying system
model under Gaussian noise and QPSK jamming waveforms
was obtained as in (29) and (39) respectively. Fig. 3
demonstrates the impact of a Gaussian noise jamming signal
on the BER performance of the IEEE 802.11n system under
study. It is observed that at JSR = —100dB, the jammer has a
negligible effect on the system performance. However, as the
JSR increases to 0dB, the performance is severely degraded
where a BER > 0.1 is experienced over all SNR values.
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Similarly, Fig. 4, shows that the QPSK modulated jamming
waveform has a destructive impact on the considered system.
From the figure, it can be noticed that for JSR = 0dB,
a BER > 0.1 is achieved. It can be further observed
from Figs. 3 and 4 that the impact of QPSK jamming is
less than that of Gaussian noise jamming. Also, it can be
observed that for both Gaussian noise and QPSK modulated
jamming signals, the system performance is significantly
degraded for all SNR values when JSR = 0dB. This indicates
that both waveforms are able to completely corrupt all
transmitted packets when JSR = 0dB, regardless of the SNR
value.

B. SIMULATION RESULTS FOR REALISTIC CHANNEL
SCENARIO

In this subsection, we investigate and compare the perfor-
mance of the considered jamming waveforms under a realistic
channel model, and compare their performance with a single-
tone signal, a Long Range (LoRa) chirp spread spectrum
(CSS) modulated signal, and a deceptive jamming signal.
The signal model representation of the single-tone jamming
waveform is expressed as:

(1) = \/2P;sin (2zfit + 6) 41
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TABLE 3. Simulation parameters.

Parameter Value Parameter Value
Channel Bandwidth 20 MHz Sample rate 20 MHz
Number of Tx antennas 1 drr 10 m
Number of Rx antennas 1 djr Sm
Number of J antennas 1 Carrier freq 2412 MHz
PSDU length 1024 Bytes Delay profile Model-A
Spatial mapping scheme Direct Power line freq 60 Hz
MCS 4 Large-sale fading None
Guard interval duration Long Fluorescent effect 1
Channel coding BCC Channel filtering 1

where f; is the jamming tone frequency, and 6; is the random
jammer phase. The complex baseband LoRa waveform with
equivalent discrete-time baseband signal given as [41]

2
jn = 2 (EH(F4)), “2)
where N = 25F is the total number of LoRa samples,
n=20,1,2,---,(N — 1) is the sample index. On the other
hand, in order to simulate deceptive jamming, we assume
that the jammer is also employing IEEE802.11n with
MCS =4.

All the simulations are end-to-end simulations and
are performed by employing the wlanHTConfig and
wlanTGnChannel system objects of the MATLAB WLAN
toolbox. Unless otherwise stated, adopted simulation param-
eters are presented in Table 3.

Fig. 5, shows that the Gaussian noise jamming waveform
has a destructive impact on the considered system. We find
that for JSR = 0dB, the BER > 0.1 is achieved. This agrees
with the analysis results obtained for the AWGN scenario.
However, it should be noted that even at lower —20 < JSR <
0dB, BER > 0.1 is still experienced due to the fact that, the
simulation tries to model a realistic communication channel
and not an AWGN channel.

Similarly, Fig. 6, demonstrates that the QPSK modulated
jamming waveform also causes a degrading effect on
the victim system, which is also in agreement with the
analysis results. This indicates that both two waveforms
are able to completely corrupt all transmitted packets when
JSR = 0dB.

Fig. 7 compares the effects of different jamming wave-
forms (as well as the absence of jamming). Fig. 7 shows that
when JSR = —20dB, the Gaussian noise, QPSK modulated,
deceptive jamming, and CSS modulated waveforms have
a more noticeable impact than the single-tone waveform.
In specific, it can be observed that BER ~ 0.6 is experienced
when the considered waveforms are employed for jamming
except the single-tone waveform. Furthermore, it can be
seen that, for SNR < 35dB, the single-tone waveform has
negligible impact on system performance, and hence, the
BER performance of the system under single-tone waveform
jamming is similar to the scenario where no jamming is
present. Alternatively, it can be observed that the other
waveforms can cause significant deterioration to the system
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FIGURE 9. Experimentation Testbed: A Host for HackRF, B HackRF One, C
SME Cable, D SME Antenna, E, and G Raspberry pi nodes, F, and H Wi-Fi
dongles, and / RF Isolation Chamber.

BER performance, in which an error floor is observed for
SNR > 20dB.

In Fig. 8, it is observed that all considered waveforms with
the exception of single-tone waveform achieved a PER = 1
for SNR < 10dB when JSR = —20dB. On the other hand,
when single-tone waveform is employed as a jamming signal
to disrupt communication of the victim system, the system
performance is similar in terms of PER when JSR = —20dB.
This shows how ineffective a single-tone signal is compared
to the other investigated jamming waveforms. Moreover, this
further demonstrates that overall, the Gaussian noise is a more
effective jamming waveform to attack IEEE 802.11n victim
system with MCS = 4 compared to other non-optimized
digitally modulated waveforms.

VI. EXPERIMENTAL RESULTS

We implement JamRF, a jamming framework based on
GNU Radio interfaced with HackRF SDR, and make this
available to the community? as a platform for further
research. The experimental setup depicted in Fig. 9 is
employed to measure the impact of RF jamming on the
victim IEEE 802.11n system. Focusing on distributed ad-hoc
networks, we consider the Better Approach to Mobile Ad Hoc
Networking Advanced (BATMAN-Adv) [42] as a routing
protocol instead of Hybrid Wireless Mesh Protocol (HWMP)
of IEEE 802.11s standard.

A. EXPERIMENTAL SETUP

The project requires both hardware and software tools. These
are presented in Table 4 and 5 respectively. Unless otherwise
stated, are summarized in Table 6.

B. IMPLEMENTED JAMMERS
The specific implemented jammers are summarized in
Table 8. We will now discuss these jammers in depth.

2https:// github.com/tiiuae/jamrf
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FIGURE 10. Detailed top-level structure JamRF with HackRF one built on top of GNU Radio.

TABLE 4. Experimental testbed hardware specifications.

Component Version/model

Jammer radio host Lenovo ThinkPad X1 Extreme Gen 3

Host device Raspberry Pi4
Jammer radio HackRF One
Sender and receiver interface wubr-508n Dongle
SME Cables Tonearm series 300
Spectrum Analyzer Tektronix RSA306B

TABLE 5. Experimental testbed software specifications.

Component Version/model
Jammer radio host Ubuntu 20.04
Host device Ubuntu 20.04
Sender traffic generator Iperf v3.0
Jammer SDR GNURadio v3.8.0
Simulation software Matlab r2021b
TABLE 6. Experimental parameters.
Parameter Value
Type of traffic UDP
Node transmission frequency  2.462 GHz
Transmission period 300 s
Pr 30 dBm
Py 6 dBm
dT R 1m
d JR 0.5m

1) CONSTANT JAMMER
JamRF implements a constant signal that jams a 20 MHz band
centered at a center frequency f.

2) SWEEPING JAMMER
Since the HackRF has a maximum bandwidth of 20 MHz,
it cannot be used to emit jamming signals that can disrupt
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TABLE 7. Mapping HackRF gain settings to Power.

RF (dB) IF(dB) BB (dB) Power (dBm)
0 1 20 -40
0 5 20 -35
0 10 20 -30
0 15 20 -25
0 20 20 -20
0 25 20 -15
0 20 20 -10
0 36 20 -5
0 41 20 0
0 47 20 5
14 39 20 10
14 47 20 13

the whole frequency spectrum of Wi-Fi. Therefore, we imple-
ment a sweep signal that sweeps 20 MHz band centered
at a center frequency f.. This allows the blockage of all
transmissions within 20 MHz of the center frequency. The
center frequency is shifted every few seconds to sweep over
the whole frequency spectrum. For instance, in a 2.4 GHz
Wi-Fi with 14 channels, the jammer sequentially hops from
one channel to the next sequentially.

3) RANDOM CHANNEL HOPPING JAMMER

This is implemented similar to the sweeping jammer.
However, the center frequency is randomly shifted every
few seconds over the whole Wi-Fi frequency spectrum. For
instance, in a 2.4 GHz Wi-Fi with 14 channels, the jammer
continuously hops from one channel to the next in a random
manner.

4) REACTIVE JAMMER

Frequency sweeping and random channel hopping jamming
strategies can also be employed to jam a channel reactively.
In the case of reactive jamming, a sensing mechanism is
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TABLE 8. Implemented jammers and features in JamRF.

Jammer  Proactive Reactive Periodic = Multi- Memory
band

Constant v v

Sweeping v v v v v

Hopping v v v v v

required to detect channel activity. JamRF, implements an
energy detection technique to detect channel activity. During
the sensing, the HackRF is employed as a receiver and is
interfaced with GNU radio software to interpret the incoming
IQ samples. The power of the received IQ samples can be
expressed as

1 N
12
P = T ; [x(D)| (43)

where N is the number of obtained IQ samples, and x(i) are
the received IQ samples. Channel is active when P is greater
than or equal to a fixed threshold (y) of 0.002 and channel
is inactive when P is less than the threshold. Moreover,
we enable the reactive jammer to remember the state (active
or idle) of the current channel. If the current channel is
active, the jammer senses the current channel again after the
elapse of the jamming duration before moving to the next
channel.

5) PERIODIC JAMMER

Furthermore, we aim to save energy during jamming duration
by continuously switching between two states: sleep phase
and jamming phase. In JamRF, a predetermined duty cycle is
set at the onset to determine the duration of each of the two
phases.

C. JamRF DESIGN CONFIGURATION

Fig. 10 depicts the JamRF toolbox’s high-level structure.
Because of the aforementioned reasons, the HackRF one
was chosen. The JamRF script is then executed after
the configurations are set using the provided config files.
A channel is chosen and jamming is performed based on a
jamming strategy. If the jammer is proactive, jamming will
take place using the jamming block depicted in Fig. 11. If the
jammer is reactive, the sensing block shown in Fig. 12 is
executed first, and if channel activity is detected, the jamming
block follows.

D. RESULTS AND DISCUSSIONS
The HackRF has three gain settings that need to be tuned in
order to realize a specific transmit power. The gain controls
are at the RF, intermediate frequency (IF), and baseband (BB)
stages. In this experiment, we tuned the gains of the HackRF
and measure the transmit power using a spectrum analyzer.
The measurements are as presented in Table 7.

Moreover, the aim of jamming is to achieve 100%
transmission disruption even in challenging conditions.
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TABLE 9. HackRF time constraints.

Time Proactive  Reactive
thoot 450 ms 450 ms
tiam 1.82s 1.82s
tsense 0 2995

TABLE 10. CPU consumption for jamming and sensing.

Operation Waveform Laptop (%) Pid (%)
Gaussian noise 104.7 121.2
Jamming Single-tone 56 103.3
QPSK modulated 1159 149.3
Sensing - 13.6 22.4

An RF jammer needs to react quickly to hit the packet
for the minimal required jamming duration. For instance,
in IEEE 802.11n, a 1000 byte packet transmitted with a
rate of 10 Mbps has an on-air time of 800 ws. Due to
this tight requirement, we carry out some time constraint
measurements for the HackRE, in order to identify the timing
requirements, see Fig. 13, and Table 9, where #3501, fsenses
and 4, are the time required by the HackRF to boot, sense,
and jam respectively. In proactive jammer, the minimum
time requirement to execute jamming operation is 1.82s.
Whereas, reactive jammer has the ., that allows it to
detect channel activity before jamming. The minimum timing
requirement for reactive jammer to jam a channel using
HackRF is ~4.81s which is 2.6 greater than proactive
jammer.

Table 10 presents the obtained measurement for the CPU
consumption for jamming and sensing on the Raspberry Pi 4
(Broadcom BCM?2711, Quad core Cortex-A72 (ARM v8)
64-bit SoC @ 1.5GHz, 8GB LPDDR4-3200 SDRAM), and a
laptop (Intel i9-10885H CPU @ 2.40GHz, 32GB SDRAM).

It can be seen from Table 10 that single-tone waveform
jammers consumed the least CPU resources compared with
the Gaussian noise and QPSK modulated waveforms. Among
the two analyzed waveforms, the Gaussian noise consumes
fewer resources in the order of 10% compared with the QPSK
waveform. It can also be observed that the sensing operation
consumes approximately 6 x fewer resources than jamming
operation.

If the transmission frequency is known, a simple constant
jammer can be employed to determine the optimal jamming
waveform. The packet receive ratio (PRR) with the varying
jammer transmit power is measured as shown in Fig. 14.
It is observed that to reach a PRR < 0.1 we need a
jamming transmit power of 6dBm, 4dBm and 2dBm for the
single-tone, QPSK modulated and Gaussian noise waveforms
respectively. This shows that the Gaussian noise waveform
requires less power to achieve significant performance
degradation on the IEEE 802.11n system compared to both
single-tone and QPSK modulated waveforms. This confirms
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FIGURE 13. Jamming time requirements.

both the analysis and simulation results presented earlier in
Secs. Il and V.

However, when the transmission frequency is unknown,
a constant jammer cannot be employed. Therefore, other
jamming strategies are employed that can jam multiple bands.
This promotes the need to determine how much of the band
these jamming strategies should employ to optimally jam the
entire target spectrum. To that extent, a frequency sweeping
jammer is deployed with varying distance between adjacent
channels and the PRR in order to quantify the optimal
distance between adjacent channels. We set the jamming
duration per channel to #,, = 5s and vary the distance
between adjacent channels. For instance, using a distance
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FIGURE 14. Impact of jamming waveforms on the underlying
IEEE 802.11n system.

between adjacent channels of SMHz, it will take 5 x 14 = 70s
to sweep the whole 2.4GHz spectrum. However for 20MHz
distance between channels, it will take about 5 x 4 = 20s to
sweep over the whole spectrum. In Fig. 15, it is observed that
PRR decreases with increasing distance between adjacent
channels.
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The optimal distance between adjacent channels for the
HackRF with 20MHz transmit bandwidth is observed to be
20 MHz. Also, for this value, Gaussian noise waveform
exhibits the best performance by making the victim system
to only achieve a PRR of about 45%.

In Fig. 16, the performance of the proactive jammer
is compared with that of reactive jammer when the jam-
ming duration #j,, is varied with Gaussian noise jamming
waveform. It is observed that both frequency sweeping and
random channel hopping proactive jammers have relatively
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similar performance. Furthermore, at lower jamming dura-
tion, proactive jammers outperform the sweeping reactive
jammer. This is due to the additional time the reactive
jammer takes to sense the channels, which is aligned with the
timing constraints discussed earlier. For instance, at #j4, =
5s, frequency sweeping reactive jammer caused the PRR
of the IEEE802.11n system to be ~70%, whereas the
corresponding proactive jammer resulted in PRR ~ 50%.
However, at higher jamming durations, both sweeping and
random channel hopping reactive jammers outperform the
corresponding proactive jammers. For #j,, = 20s, frequency
sweeping and random channel hopping reactive jammers
resulted in a PRR of about 38% and 32%, respectively.
Whereas the corresponding proactive jammers resulted in a
PRR of about 51% and 56%, respectively.

The performance of a reactive jammer with and without
memory is demonstrated in Fig. 17. It is observed that, at all
jamming durations, the stateful reactive jammer outperforms
the memoryless reactive jammer. At tj,, = 20s, frequency
sweeping and channel hopping memoryless reactive jammers
resulted in PRR of about 39% and 37% respectively. Whereas
the corresponding frequency sweeping and channel hopping
stateful reactive jammers resulted in PRR of about 18% and
9% respectively. Overall, the best implemented jammer is
the random channel hopping stateful reactive jammer that
resulted in a very low PRR of about 9%.

VII. CONCLUSION

In this paper, we present the error rate performance analysis
of WLAN IEEE 802.11n wireless communication systems
in the presence of jammer employing different types of
jamming waveform. Simulations and practical experiments
were carried out to demonstrate the impact of jamming on the
victim system. Furthermore, practical experimentation was
performed on IEEE 802.11n links in an isolation chamber,
using a HackRF SDR as the jamming device. To this
end, we have developed JamRF, a jamming ‘toolbox’ with
multiple implemented jammer types, and make this available
to the research community.

The obtained analytical and simulation results, as well as
the experimental results, showed that system performance
degraded under jamming attacks. Furthermore, while simu-
lation results show a 100% PER for both QPSK modulated
and Gaussian noise waveforms, experimental results show
a packet loss ratio (1- PRR) of around 80% for both
QPSK modulated and Gaussian noise waveforms under
constant jamming attack. The fp,,;, = 450ms HackRF time
constraint in a proactive jammer accounts for the 20%
difference between simulation and experimental results. This
demonstrates that the hardware time constraints are the major
disadvantage of using low-cost SDRs (such as the HackRF)
to implement these jamming techniques. To address this,
we added a channel awareness feature that increased the
reactive jammer’s performance by about 10%.

Furthermore, the Gaussian noise is shown to consume
fewer CPU resources compared to QPSK and at the same
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time achieves 100% PER. Moreover, in order to jam the full
spectrum, a stateful random channel hopping reactive jammer
outperforms other types of jammers. Overall, the obtained
results indicate that, despite the flexibility and affordability
of SDRs, they are still wanting when compared to high grade
military jammers. The limitations of these SDRs can be
exploited in designing relatively easy anti-jamming strategies
to mitigate the effects of these type of jammers.

Accordingly, as a future work, we will implement
anti-jamming strategies to mitigate the effects of the imple-
mented jammers in an IEEE 802.11n victim system. We will
exploit the limitations posed by the hardware time constraints
of the SDRs in order to design an efficient anti-jamming
strategy.
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